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T0: Regional'Directorﬁj'MedicaikDistrict~Directors; Dikectors. VA Medical
Center Activities, Domiciliary, Outpatient Clinics, and Regional Offices
with Outpatient Clinics S ~ .

SUBJ: Public Law 100-322, Section 121: Confidentiality of Medical Records of
Patients Infected with the Human Immunodeficiency Virus (HIV)

1. PURPOSE: The purpose of this DM&S Circular is to_establish policy on
maintaining the confidentiality of medical records that include information
concerning an individual's tests for or infection with the Human -
Immunodeficiency Virus (HIV). This circular is a new issue and will be
incorporated into M-1, part I, chapter 9.

2. POLICY:

a. Title 38 U.S.C. 4132, provided for the confidentiality of Veterans
Administration medical records that were maintained in connection with the
performance of any program or activity (including education, training,
treatment, rehabilitation, or research) relating to drug abuse, alcoholism or
alcohol abuse, or sickle cell anemia. Information from a medical record that
would identify a patient as being treated for one of these conditions could
have been disclosed only with the specific written consent of the individual
or as permitted by one of the 1imited exceptions of 38 U.S.C. 4132(b)(2). VA
Form 10-5345, Request for and Consent to Release of Drug Abuse, Alcoholism or
Alcohol Abuse or Sickle Cell Anemia Information from Medical Records, includes
the required elements for a specific consent and is used to obtain the
patients’' written consent for disclosures from these records.

b. Title 38 U.S.C. 4132 was amended by Pub. L. 100-322, the Veterans'
Benefits and Services Act of 1988, which was signed by the President on May
20, 1988, In addition to other changes, Section 121 of Pub. L. 100-322 adds
medical records of patients who are tested for or infected with the HIV to the
confidentiality provisions of this section. VA Form 10-5345 is being revised
to change the form title and to include records that contain information
concerning an individual's test for or infection with the HIV. VA regulations
are being written to include the confidentiality provisions of 38 U.S.C. 4132.

€. As amended, 38 U.S.C. 4132(b)(1) provides that the treating physician
or a professional counselor may disclose fnformation indicating that a patient
s infected with the HIV if the disclosure is made (1) to the spouse of the
patient, or (2) to an individual whom the patient has, during the process of
professional counseling or of testing to determine whether the patient is
infected with the virus, identified as being a sexual partner of the patient.
This section of the law cannot be implemented until 30 days after Privacy Act
~routine use statement for the Patient Medical Records system of
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records (24YA136) 1s announced for public comment in the Federal Register. A
separate circular will be published which will address DMEZS policy on testing

to determine whether patients are infected with the Human Immunodeficiency
Yirus and pre-test and post-test counseling.

- d. In the case of a patient with a positive HIV test result who has a
spouse, or who during HIY pre-test counseling identifies an {ndividual as
being a sexual partner, the treating physician or professional counselor will
document in the progress notes of the medical record the factors that are
considered which lead to a decision as to whether an unconsented disclosure of
the HIV infection {nformation should be made to the patient's spouse or sexual
partner. Disclosures described fn the preceeding subparagraph ¢ may be made
only §f the treating physician or counselor, after making reasonable efforts
to counsel and encourage the patient to provide the information to the spouse
or sexual partner, reasonably believes that the patient will not provide the
fnformation to the spouse or sexual partner and that the disclosure is
necessary to protect the health of the spouse or sexual partner. Any
disclosure to a spouse or sexual partner will be fully documented in the
progress..notes of the patient's medical record. As required by 38 CFR
1.576(c), an accounting will be kept of each such release of {nformation. If
the treating physician or counselor who counseled the patient about providing
the information to the spouse or sexual partner {s unavailable due to absence
on extended leave or termination of employment, disclosure to the spouse or
sexual partner may be made by another physician or counselor. Before any
patient gives consent to being tested for the HIV, as part of pre-test
counseling, the patient must be informed fully about these notification
provisions. (NOTE: The legislative history indicates that where the treating
physician or counselor is not avajlable due to a brief absence, such as a
short sick leave or vacation, the aforementioned disclosure should ordinarily
stil]l be made by the treating physician or counselor when that person returns.)

3. ACTION:

a. Veterans Administration patient medical records information
concerning an individual's tests for or infection with the HIY are
confidential. Records are confidential that pertain to the testing for
infection with the HIV whether the test results are negative or positive for
infection. Information from these records will be disclosed only with the
specific written consent of the individual who is the subject of the medical
record or as permitted by 38 U.S.C. 3301 and 4132, The Privacy Act of
1974 (5 U.S.C. §552a), and this circular., Generally, the redisclosure of this
informazion, disclosed under authority of a specific written consent, is
prohibited without the patient's specific written consent. The person to whom
. such information is disclosed should be so advised.

b. Other than the patient who {s the subject of the medical record, no
person or entfty may be advised that a special written consent {(such as VA
Form 10-5345) is required in order to disclose medical record {nformation
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relating to drug abuse, alcoholism or alcohol abuse, tests for or infection
with the HIV, or sickle cell anemia. As indicated, where a person presents
the VA with an insufficient consent for records protected by 38 U.S.C. 4132,
the VA must, in the process of obtaining a legally sufficient consent,
correspond only with the patient whose records are involved and not with any
other person. 7

c. Information relating to an individual's test for or infection with
the HIV may be disclosed from a medical record to a Federal, State, or local
public health authority that is charged under Federal or State law with the
protection of the public health. A Federal law (or State law as to State
facilities) must require disclosure of the information for a purpose that is
authorized by law and a qualified official of the public health authority must
make a written request for the information (38 U.S.C. 4132(b)(2)(C)). The
disclosure of patient name and address under this provision must be permitted
also by 38 U.S.C. 3301(f)(2) which provides for the disclosure of patient name
and address “to any criminal or civil law enforcement governmental agency or
nstrumentality charged under applicable law with the protection of the public
health" so long as such disclosure is for a purpose authorized by such law.
Therefore, a public health authority may be provided with the name and address
of a patient who is infected with the HIV only if such authority is charged
with Taw enforcement responsibility in enforcing the reporting of such
information. Such disclosures are permitted by the Privacy Act, 5 U.S.C.
552a(b)(3) (see 38 CFR 1.576(b)(3)), and routine use statement number 12 of
the Patient Medical Records-VA (24VA136) Privacy Aét system of records that is
set forth in Appendix B, Chapter 21, MP-1, Part II, and amended in the Federal
Register on July 17, 1986 (51 FR 25968), December 9, 1986 (51 FR 44406), and
January 5, 1987 (52 FR 381). As required by 38 CFR 1.576(c), an accounting
will be kept of each release of information processed under this paragraph.
(NOTE: A routine use statement will be published for public comment in the
Federal Register that will address specifically the disclosure to public
health authorities of medical record information concerning an individual's
infection with the HIV.)

d. The policy included in this circular and paragraph 9.62 of M-1,
Part I, will be followed in the release of information to public health
authorities. Information that is disclosed to public health authorities will
be Timited to that information which is required by law. In making a
disclosure of HIV infection information to a public health authority,
information may not be released regarding a patient's treatment for drug
abuse, alcoholism or alcohol abuse, or sickle cell anemia. Information
concerning an individual's use of needles for self-injection of drugs not
prescribed by a physician may be reported to public health officials in the
collection of data base information as a social and risk factor if the
information is cbtained in connection with a program or activity relating to
testing for or infection with the HIV. However, such information cannot be
reported if it is recorded for the purpose of treatment for drug abuse. The
person to whom information is disclosed will be notified in writing that the
information may not be redisclosed or used for a purpose other than that for
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which the disclosure was made. The notification will inform the person of the

enalty provisions that are included in subparagraph g of this paragraph.
?NOTE: ghis disclosure provision does not provide for the release of
information relating to an individual's infection with the HIV to Federal,
State, or local authorities who are not charged with the protection of public
health, but who are charged under Federal or State law with the protection of
the public safety.) :

e. Medical record information relating to drug abuse, alcoholism or
alcohol abuse, testing for or infection with the HIV, or sickle cell anemia
may be disclosed without patient consent under the following circumstances:

(1) To medical pérsonhel to the extent necessary to ‘meet a bona
fide medical emergency.

(2) To qualified personnel for the purpose of conducting scientific
research, management audits, or program evaluations. The person who receives
the information may not identify, directly or indirectly, any individual
patient in any research, audit or program evaluation report, or otherwise
disclose patient identities in any manner.

(3) If authorized by an appropriate order of a court of competent
Jurisdiction (either Federal or State) which is granted after an application
which shows good cause for disclosure. An order authorizing a disclosure
- which is issued by a Federal court compels disclosure. However, such an order
from a State court only acts to authorize the YA %o exercise discretion to
disclose such records. The procedures set forth in 38 CFR 1.511(c), should be
followed in the State court order situation. In assessing good cause,the
court must weigh the public interest and the need for disclosure against the
injury to the patient, to the physician-patient relationship, and to the
treatment services. In the granting of such an order, in determining the
extent to which any disclosure is necessary, the court shculd be encouraged to
impose appropriate safeguards against the redisclosure of information which is
required to be disclosed by the order. A subpoena does not constitute a court
-order for purposes of 38 U.S.C. 4132(b)(2)(D).

f. The provisions of 38 U.S.C. 4132 and this circular apply to the
records of any patient who is deceased. Information may be disclosed only
upon the written request of the next of kin, executor, administrator, or other
personal representative of the patient, and only if the Medical Center
Director, or designee, determines that the disclosure is necessary for the
survivor to obtain benefits. ,

g. Any person who violates any provision of 38 U.S.C. 4132 or this
circular shall be fined up to $5,000 in the case of a first offense, and
up to $20,000 in the case of a subsequent offense.
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4; REFERENCES

]988 Sec. 121 Pub. L 100 322 Veterans Benefits and Services Act of -

b. 38 U.S.C. 3301‘and 132,
c. 42 CFR 2.1 through 2 67 _
d. 38 CFR 1.500 through 1. 527 and 1 575 through 1.584,

e, The Privacy Act of 1974 5 U S C. 552a.

f. DM&S Circular 10-88-49 Public Law 100-322 Section 124: HIV Testing
Standards. Tl ;

RESCISSIONS This DM2S Circu]ar will be rescinded on November 7, 1989,
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